International Journal of Engineering Continuit

Integrated 3-Layer Online Test Cheating Detection
System Using YOLOVS, InsightFace, and GazeTracking
Modules

Farrel Laogi Murjitama

Department of Informatics Engineering, Faculty of Telematics Energy,
Institut Teknologi PLN, Jakarta

Yudhy S. Purwanto

Department of Informatics Engineering, Faculty of Telematics Energy,
Institut Teknologi PLN, Jakarta

Abstract: The adoption of online tests has introduced significant challenges in maintaining

academic integrity, particularly in real-time detection of cheating behaviors. This study
proposes an intelligent proctoring system that automatically detects suspicious participant
behavior during an online test by integrating image processing and computer vision techniques.
The system integrates a YOLOv8s model based on the YOLO neural network algorithm to
localize and classify facial states and suspicious objects in each video frame. This detection
layer is complemented by an InsightFace face recognition module, which extracts deep facial
embedding features and performs similarity matching against a registered reference image to
continuously verify the identity of the participant and detect attempts at impersonation. In
parallel, the GazeTracking module analyzes eye landmarks and pupil dynamics to monitor eye
behavior, including blinking and significant gaze deviation, providing additional behavioral
cues related to attention and potential cheating. The system consists of three detection layers:
(1) YOLOVSs for object and behavior detection, (2) InsightFace for identity verification, and (3)
GazeTracking for eye behavior analysis. Together, these components form a synchronized
computer vision module that performs real-time analysis from live video streams, allowing the
system to classify behavioral states such as abnormal head orientation, multiple faces, foreign
objects, no face detected, identity mismatch, and eye closure. The experimental results show
that the YOLOv8s model achieves an mAP@50 of 0.9918, a precision of 0.9856, and a recall of
0.9903 on the validation set while maintaining real-time performance at an average of 10
frames per second. The findings demonstrate that deep learning-based visual monitoring can
effectively support automated online exam supervision, offering a viable computer vision-

based proctoring approach.
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Introduction

The development of digital technology has brought about major changes in various areas of
life, including the education sector (Gusniwati & Rahmawati, 2024). The face-to-face learning
process is now increasingly shifting to an online learning model. Online examinations, in
particular, have become increasingly prevalent, allowing students to complete academic
assessments remotely (Gusai et al., 2023). However, new challenges arise in terms of academic
integrity and honesty. Online examination systems that are not directly supervised could open
great opportunities for cheating. Examinees may engage in actions such as collaborating with
others (collusion), using additional devices (mobile phones, dual screens, or communication
applications), or manipulating their identity using a proxy or facial manipulation technology

such as deepfake (Hasibuan & Hendrik, 2025).

In online examinations, participants are generally supervised in simple ways, such as by using
a webcam or screen recording (S. Purwanto et al. 2022). However, this system still has
fundamental weaknesses , such as manual monitoring by supervisors and limited human
ability to supervise many participants simultaneously.As a result, manual supervision is no
longer effective when the number of participants increases or when exam participants have
access to more advanced technology (S. Purwanto et al.2022). Therefore, an Al-based
automated proctoring system capable of real-time supervision and detecting indications of

cheating without direct intervention is needed.

Advances in computer vision and deep learning technology have opened enormous
opportunities to address this issue. One rapidly developing method is face and object
detection, which is the ability of a system to automatically recognize and track specific objects
from images or videos (Abdurrasyid et al., 2022). The latest models , such as YOLO version
8s, are known for their lightweight and efficient architecture and fast and accurate detection
capabilities. This model can identify various objects within a single image frame, including
faces, hands, and mobile phones.The small ('s') variant was selected to balance detection
accuracy and inference speed, making it suitable for real-time CPU-constrained proctoring
environments. YOLOvVS8s has the potential to become the primary model in visual-based fraud

detection systems (Putu Ary Sri Tjahyanti et al., 2024).

Several previous studies have used earlier versions of the YOLO algorithm (YOLOv4, YOLOvs5,
YOLOv4, YOLOv5). YOLOv5) to detect suspicious activities such as mobile phone use or
repetitive head movements during online examinations (Essahraui et al., 2025). However,
these studies are generally limited to only one aspect of behavior, such as object detection
without facial expression analysis or participant identity recognition. Face recognition and
motion analysis technologies, such as FaceNet, ArcFace, and MediaPipe, are also developing
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rapidly, but they have not yet been fully integrated into the context of online exam monitoring

systems (Korah & Varghese, 2024).

Based on these conditions, a significant research gap. Several integrated systems combine
face and object detection, identity face recognition, and eye movement analysis (head, object,
face, and eye analysis) to detect various forms of cheating during online examinations (Jatnika
et al., 2023). Furthermore, the application of the YOLOv8s model in the context of online
examinations remains limited, despite its significant improvements over predecessor models
in terms of detection accuracy and inference speed (Nur Aziz Thohari et al., 2025). Another
important challenge is how the system can maintain privacy and ethical use of facial data so
that the technology developed does not violate the rights of exam participants (S. Purwanto et

al. 2022).

Therefore, this research focuses on developing a facial analysis-based online exam cheating
detection system using the YOLOv8s model, which is capable of analyzing the behavior of
participants in real time through facial video recording (Putra & Mulyana, 2024). This system
is designed to detect several forms of cheating behavior, such as looking away for too long,
using additional devices such as mobile phones, and potential cheating based on facial identity
mismatches (Purwanto & Putra, 2025). The detection process will be carried out through a
combination of identity verification (face recognition) and analysis of gaze direction and facial

movements (motion detection) (Potluri et al., 2023).

This study is expected to produce a prototype of an intelligent proctoring system (S. Purwanto
et al.2022) that is not only capable of accurately and efficiently detecting cheating behavior
but also makes a real contribution to improving academic integrity in the digital age. In
addition, the results of this research are expected to serve as an initial reference in the
development of a deep learning based monitoring system that is ethical, transparent, and
adaptive, in accordance with the principles of academic honesty and personal data protection

(Jatnika et al., 2025).

Research Method

Start Exam and Face identity Face Detection Real-Time Decission

Gaze Tracking

Recording Recognition Analysis and Result

Figure 1 Integrated pipeline system

This study proposes a computer vision based proctoring framework that detects cheating
behavior during online examinations by combining deep learning-based object detection with

facial verification and gaze analysis. The research methodology comprises five main stages:

International Journal of Engineering Continuity, ISSN 2963-2390, Volume 5 Number 1 March 2026
https://doi.org/10.58291/ijec.v5i1.529 120



https://doi.org/10.58291/ijec.v5i1.529

International Journal of Engineering Continuit

dataset preparation and annotation, automatic dataset labeling, YOLOv8s model training,

model evaluation, and real-time system integration.

Labeling

5 Preparation and i
{ Identify Problems H{ Lo Delasid ] { YOLOvS Model Training }

Evaluation Training
Model Result

[ Automatically Dataset

Good Result

Comprehensive System Integration the Models to
Testing and Results Proctoring real-time program

Figure 2 Overall research flow

Preparation and labeling of the dataset

Dataset source

The dataset was self-collected through simulated online examination sessions representing
predefined normal and cheating behavioral scenarios. All images were obtained from
simulated online examination sessions , representing predefined normal and cheating

behaviors.

To improve robustness, each class was recorded under the following four lighting categories
as following; light A (bright), B (normal), C (dim), and D (dark). These categories ensure
brightness and contrast diversity (Juliandy et al., 2024). The dataset represents variations in
participant behavior, p. 3). lighting conditions, and environmental disturbances that may
occur during online examinations (Essahraui et al., 2025). Each image was stored in PNG
format and manually organized according to the behavioral categories relevant to cheating
detection. Before the automatic annotation, the raw captured images were grouped according
to the behavioral class and lighting conditions. Table 1 summarizes the distribution of the

initial images.
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Table 1 Distribution of datasets by class and lighting condition

Class light_ A light_B light_C light_D Total Images
face_normal 71 58 146 139 414
face_not_forward 89 106 41 165 401
foreign_object 255 153 302 186 896
multi_face 42 42 71 85 240
Total 457 359 560 575 1951

Therefore, the dataset contained 1,951 images in total. The lighting categories do not represent
separate datasets but rather environmental variations within each class (Islam, 2023) to
ensure that the model is exposed to heterogeneous illumination during training. The dataset
size is relatively limited for multi-class detection training. This constraint is addressed through
data augmentation (mosaic, horizontal flip) and transfer learning from a pretrained YOLOv8s
base model. The study did not include eye movement and face identity verification as dataset
classes of the YOLOv8s model because object detection models do not handle such tasks
optimally (Giindiiz & Isik, 2023). Instead, these features were separately implemented using
specialized libraries with InsightFace for face recognition and GazeTracking for eye behavior

analysis.

Automatic labeling

The manual labeling of large amont image datasets is time-consuming and prone to
inconsistency. Therefore, we implemented an automated labeling method that combines face
and object detection models using a hybrid approach.The pipeline uses the InsightFace
framework for facial detection and landmark-based pose estimation (Potluri et al., 2023). The
Buffalo_L model within the InsightFace framework was used to provide robust facial detection
and 5-point landmark estimation. Only images that satisfied strict filtering criteria, including
minimum face size, frontal pose constraints, and lighting-adjusted confidence thresholds,
were retained for labeling. CLAHE was applied as a preprocessing step to normalize

illumination for images affected by brightness and contrasts (Okyere-Gyamfi et al., 2025).

I’ = CLAHE(I) (1)
Variable description: I: original input image (raw image) from the webcam, I’: Image of
contrast enhancement after CLAHE, CLAHE (-): function of Contrast Limited Adaptive
Histogram Equalization. CLAHE was selected over global histogram equalization because it
adaptively enhances local contrast in non-uniform and low-light regions without
overamplifying noise, which is critical for reliable face detection under dim and dark lighting
conditions (light_C, light_D). This is important to ensure that the face detection model works

stably under different lighting conditions. Then, the valid samples were automatically
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converted into a bounding box format and stored as paired image label files (Potluri et al.,
2023). This method transforms image captures into a structured training dataset with

minimal human intervention:

X = X;xz (2)

=1 (3)
w = % (4)
h= % (5)

Variable description: x1,y; : coordinates of the top left corner of the bounding box (pixel),
Xp,y2 : bottom right corner coordinates of the bounding box (pixels), W: image width (pixels),
H : image height (pixels), x.:center coordinates of the bounding box on the x-axis (normalized
from o to 1), y, : center coordinates of the bounding box on the y-axis (normalized 0—1), w :
relative bounding box width relative to the image, and h: bounding box height relative to the

image. The generated labels are automatically stored in the dataset directory structure. This

automated process ensures labeling quality while reducing human mistake bias.

Dataset Splitting

After labeling, all images were consolidated into a unified dataset and automatically split into
training and validation datasets specifically optimized for supervised training. The dataset
was divided with a ratio of 80% for training and 20% for validation with fixed-seed

randomized shuffling to ensure reproducibility (Septiandi et al., 2021).

Table 2 Class distribution of datasets

Class Description Total Training | Validation
Images
face_normal The participant is facing 410 328 8o
forward in a normal posture.
Participant looking away or
face_not_forward turning sideways. 385 311 74
multi face More than one face is visible 202 ) 8
- in the frame. 54 4
. . The presence of unauthorized
foreign_object objects (e.g., smartphone). 323 263 60
Total 1320 1056 264
International Journal of Engineering Continuity, ISSN 2963-2390, Volume 5 Number 1 March 2026
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The curated dataset distribution is summarized in above. No independent test set was held
out section. Therefore, the reported performance metrics reflect validation set performance,
and formal generalization to fully unseen data cannot be established from this study alone, a
limitation addressed in the Discussion. The filtering process improves dataset consistency by
ensuring that each retained image clearly represents its intended behavioral class (Khoiriyah
et al., 2025). Images containing occlusions, ambiguous poses, insufficient face visibility, or
detection failures were excluded during filtering. The curated set of 1,320 images represents

67.7% of the 1,951 raw images, reflecting the strictness of the filtering criteria.

YOLOv8s Model Training

The detection module is based on the YOLOv8s model, which is fine-tuned on the curated
dataset through transfer learning (TL) from pretrained weights (Ajayi et al., 2024). TL was
applied to accelerate convergence and leverage visual features already encoded in the

pretrained backbone. The following is the composite training loss:

L =Lpox + Lobj +Les (6)

Variable description: L: Minimized total loss during training, L: bounding box regression loss

(object position error), Lopj: loss of objecthood (belief in the existence of objects), L:

Classification of loss of object classes. TL was performed using GPU acceleration with mixed
precision inference to accelerate convergence and leverage pretrained feature representations
to maximize hardware utilization (Kljucaric & George, 2023). Due to hardware memory
constraints, a batch size of 4 was used with the AdamW optimizer to regularize the
optimization process with cosine decay learning rate scheduling and early stopping (patience
= 50) were applied to compensate for the small batch effect and ensure small-batch training
stability. For the YOLOv8s model, the training configuration must be adjusted for the
maximum result as follows:

Table 3. YOLOvVS8 training configuration

Parameter Value
Input (dataset) resolution 640 x 640
Epochs 200
Data caching Disk
Model yolov8s.pt
Optimizer AdamW
Early stopping patience 50
International Journal of Engineering Continuity, ISSN 2963-2390, Volume 5 Number 1 March 2026
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Model Evaluation

Model performance was evaluated on the validation dataset using standard object detection
metrics, including precision, recall, F1 score, and mean Average Precision (mAP). Confusion
matrices were generated to analyze the class-wise prediction behavior (Drantantiyas et al.,
2023). Model performance is evaluated using precision, recall, and F1 score (Putra & Mulyana,

2024)as follows:

P
Precision = TPLTD (7)
_ TP
Recall = TN (8)
_ Precision-Recall
F1 =2 x Precision+Recall (9)

Variable description: True Positive (TP): correct detection of existing objects, False positive
(FP): incorrect detection of objects that do not exist, FN (False Negative): objects that fail to
be detected, Precision: accuracy of detection, Recall: detection completeness, F1: average
harmonic precision and recall. The evaluation is solely conducted on the validation split. The
limitations of this evaluation protocol include: absence of statistical confidence intervals, lack
of robustness testing under adversarial or extreme lighting conditions, and no evaluation of
data from external sources or independent participants. These results provide clear directions

for future validation.

Facial Recognition Module (FRM)

A face recognition module verifies participant identity throughout the examination session
using deep facial embeddings from InsightFace Buffalo_L (S. Purwanto et al. 2022). The
module uses deep facial embeddings in a one-vs-reference verification mode: a single
reference embedding is registered at the start of the session, and each detected face during the
session is compared against this reference. This component was evaluated through
observational testing.Formal quantitative metrics, including receiver operating characteristic
curve analysis, FAR, FRR, and threshold sensitivity analysis, were not conducted. This

constitutes a methodological limitation that is explicitly acknowledged.

A reference image of the authorized participant is converted into a high-dimensional
embedding vector. The detected faces are compared with the reference embedding during
real-time operation using cosine similarity (Terampe & Arif Pramudwiatmoko, 2025).

Similarity =l a ||| b || (10)
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Variable description, a: reference face embedding vector, b: Facial embedding vector from the
real-time frames, || a ||: norm (length) of vector a, || b ||: norma vector b, Similarity: cosine
similarity value (range -1 to 1). Face identity verification compares the detected embedding
against the reference using the following decision rule:

Face match = Cosine Similarity value > Threshold (11)

The threshold is the minimum similarity value for identity matching. A face mismatch
violation is triggered if the cosine similarity value falls below a threshold value.This

mechanism ensures identity consistency throughout the examination session.

Gaze-Tracking Module

The gaze-tracking module analyzes eye direction and blink-state using facial landmark
detection to monitor the participant’s attention (Liu et al., 2024). The module classifies gaze
into three states: neutral (forward-facing), looking away, and blinking. Similar to the face
recognition module, the gaze tracking performance was characterized through observational
testing. Systematic quantitative metrics for blink detection accuracy, gaze deviation detection

rate, and false positive rate were not measured, which is a limitation of the current evaluation.

The module applies pupil localization relative to eye corner landmarks to estimate horizontal
and vertical gaze directions. Blink detection is implemented using the EAR criterion. When
the vertical-to-horizontal eye landmark distance ratio falls below a predefined threshold for a
minimum number of consecutive frames, a blink event is registered (Murjitama et al., 2025).
A VIOLATION is triggered when either ‘eye_looking away’ or ‘blinking’ is detected
persistently beyond a configurable temporal threshold. A blink event is registered when EAR
falls below a predefined threshold (EAR_threshold) for a minimum number of consecutive
frames.A VIOLATION flag is triggered when either ‘eye_looking_away’ or ‘blinking’ persists
beyond a configurable temporal duration threshold, indicating sustained inattention rather
than momentary eye movement. The accuracy of this module depends on the facial landmark
localization quality, which is sensitive to webcam resolution, camera angle, and ambient
lighting conditions. Formal quantitative characterization of this module, including the blink
detection accuracy rate, gaze deviation detection rate, confusion rate between gaze states, and
false positive rate under neutral conditions, was not conducted in this study and is identified

as a direction for future evaluation.

Integration of the Real-Time Proctoring System

The trained YOLOvV8 model was integrated into a real-time proctoring application that

processes live webcam streams. The system combines three modules: (1) YOLO-based
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behavior detection, (2) facial identity verification using InsightFace embeddings, and (3) gaze
tracking for eye movement analysis. These modules operate asynchronously using interval-
based inference scheduling to maintain high frame rates. Each incoming video frame
undergoes selective analysis based on predefined intervals. Heavy computations , such as
object detection and facial recognition, are executed periodically, while cached results are
reused between intervals and reduce latency.

Cosine similarity was used to compare the detected face embedding with a reference image
(Kim et al., 2023). Violations are triggered when similarity falls below a defined threshold or
abnormal behaviors are detected. Several optimization strategies were implemented to ensure
stable high-speed processing and smooth real-time visualization while maintaining detection
reliability: GPU-accelerated inference, mixed-precision computation, frame caching and

asynchronous rendering, reduced buffer latency, and selective frame analysis (SFA).

Results and Discussion

Performance of the training model

The YOLOv8s model was trained over 200 epochs on 1,056 curated training images across
four behavioral classes, with 264 images reserved for validation. This training setup directly
addresses the first research objective: developing a real-time behavioral classification module
capable of distinguishing between normal and cheating-related face and object states. The

training process shows stable convergence across all loss components, as shown below.

train/box_loss train/cls_loss train/dfl_loss metrics/precision(B) metrics/recall(B)
14 1.00J 1.000 | 1.00
0.7 1 —e— results g
121 smooth 0.975 1 0.98
0.6 0.95 -
0.950 A 0.96 1
0.51 0.90 A
0.925 4 0.94 4
0.4
0.851 0.900 - 0.92 A
0.31
0.80 4 0.875 A 0.90 1
0.21 13 <
0 100 200 0 100 200 0 100 200 0 100 200 0 100 200
val/box_loss val/cls_loss val/dfl_loss metrics/mAP50(B) metrics/mAP50-95(B)
0.55~I 0.7 0.96 1 0.95 1
0.98 1
0.50 0.6 0.94 A
0.45 4 0.5 1 0.92 A 0.96 0.90 4
|
0.40 - 0.4 0.90 A |
0.94 0.85 ?
0.35 0.34 0.88 -
0.86 .92 4 1
0.30 0.2 0.92 0.80
0 100 200 0 100 200 0 100 200 0 100 200 0 100 200

Figure 3 results.png as YOLOVS training curves

Both training and validation losses decreased consistently throughout training. At the best-
performing checkpoint (epoch 168), the training and validation box losses were 0.222 and

0.289, respectively, with a ratio of approximately 1.30, whereas the classification losses were
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nearly equal (train: 0.161, val: 0.164). This small and consistent gap between training and
validation losses provides supporting quantitative evidence that severe overfitting did not
occur, although formal external validation would be required to confirm generalization to
unseen populations. The loss curves flattened in the final training epochs, indicating stable

convergence. The mean average precision summarizes the overall detection quality as follows:
_1oN
mAP —NzizlAPi (12)

Variable description : N: number of object classes (N = 4), AP; : Average Precision for class I,
mAP : mean of AP values across all N classes. Then, the mAP is computed as the arithmetic
mean of AP values across all classes, representing the overall detection quality. A high mAP
indicates that the detector achieves high accuracy and consistency across multiple behavioral
classes. Here, N is the number of classes and AP;is the average precision for class i. The best
performing epoch was recorded at epoch 168, which was selected based on the maximum
mAP@50. Table 1 summarizes the results of quantitative performance.

Table 4 Best training performance metrics

Metric Value
Precision 0.9856
Recall 0.9903
mAP@50 0.9918
mAP@50—95 0.9656
Best epoch 168 / 200

These metrics reflect the strong detection performance of the validation set under the
described controlled training conditions. The close alignment of mAP@50 (0.9918) and
mAP@50-95 (0.9656) indicates that the model maintains consistent localization accuracy
across varying IoU thresholds. As noted, the performance is reported on the validation split
only an independent test set was not used, and generalization claims to heterogeneous real-

world conditions are appropriately reserved for future work.

Visual model evaluation

The performance of the proposed model is evaluated using standard OD metrics. Precision
measures the proportion of correct detections among all detections. A high precision value
indicates that most detections produced by the model are accurate and that the system rarely
generates false alarms. The outputs generated during validation, including labeled samples,

predicted samples, and confusion matrices , provide clear evidence of the model’s reliability.
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Figure 4 Validation of samples with ground truth labels (val_batch0_labels)

Ground truth annotation samples confirm that the dataset was consistently labeled with
clearly defined bounding boxes and correct class assignments across behavioral categories.
The bounding boxes and class labels are clearly defined, providing a reliable reference for

evaluating prediction quality.

light_C_téSlSec._00018! light_C_te8MSec._00036 light_C tegbc 00071 light_C_té8lSec 00165
face normal 1.0| iface_normal 1.0 face not_forward 1.0 ace_normal 1.0
-~

v
v

nght_c_tegec_oomg. light_C_te@mSec._ 00045 light_C_ta@W&&c 00077 light_C_t [
face_normal 1.0 face_normal 1.0 ;e not_forward 1.0 Nface_normal 1.0
ace

c_00023! light_C_| tc 0004 light_C_ti c_00081 NN |ight_C_te8W8ec 0
face normal 1.0 ce_not_| fomardos a face_t not_forward 1.0 !w

{s
i
.

Ilght C_t c_00025 | light_ ATNWAN_20251 7 |Rﬁm_t Bc. 00099 I [light_D_WIN_20251218_16_50_06
face normal 1.0 | p—r face_not_forward 1.0
_nor - 4 face_not_forward 0.9
|

Figure 5 Validation of samples with model predictions (val_batchO_pred)

Model predictions show strong spatial alignment with ground truth labels, with accurately
localized bounding boxes and consistent class assignments, confirming that the YOLOv8s
model learned discriminative features for all four behavioral classes. The bounding boxes are
accurately localized, and class assignments are consistent, indicating that the YOLOv8s model

successfully learned the object features during training.
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Figure 6 the Confusion matrix

The confusion matrix’s diagonal dominance confirms strong class-level accuracy. Minor
confusion is observed between ‘face_normal’ and ‘face_not_forward’. This is attributable to
the visual similarity of near-frontal head orientations: a marginally off-axis face may produce
features resembling both the normal and non-forward' class distributions under certain
lighting conditions or with slight camera angles. This confusion could occasionally produce
false VIOLATION flags for low-severity errors for participants with slight head tilts in a
practical proctoring context given that proctors can review flagged events.Nonetheless, this
highlights the importance of stricter annotation boundaries between two classes for iterating
the dataset.
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Figure 7 Normalized confusion matrix (NCM)
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The normalized confusion matrix reveals that the foreign_object of the most populated class
(896 raw images, 323 after curation) achieves near-perfect recall without apparent dominance
bias, suggesting that the model learned sufficiently discriminative features for all four classes
despite the class imbalance. Occasional confusion between ‘multi_face’ and ‘foreign_object’
may occur when objects are positioned near the face region, creating a partial spatial overlap.
This class imbalance was not explicitly corrected through oversampling or loss weighting .
Future studies should investigate whether balanced sampling can further reduce residual
confusion. Overall, the confusion matrix analysis confirms that the interclass misclassification
rates are low across all classes, supporting the trained model’s suitability for behavioral

detection in proctoring applications.

Face recognition performance

Each detected face was compared to the stored reference embedding via cosine similarity
during operation.The cosine similarity threshold was empirically set to 0.5 through iterative
observational testing: values above 0.5 consistently corresponded to the registered
participant, while values below 0.5 reliably indicated unauthorized or occluded faces in the
test environment. It is explicitly acknowledged that no systematic FAR/FRR analysis, ROC
curve evaluation, or similarity score distribution analysis was conducted in this represents a

significant limitation for security-sensitive deployment and is a priority for future evaluation.

Observational testing demonstrated that the face recognition module demonstrated consistent
identity verification behavior under the experimental conditions. When the registered
participant's face was clearly visible and forward-facing, similarity scores consistently
exceeded 0.5, resulting in stable NORMAL identity status). The scores dropped below 0.5
when an unregistered or significantly occluded face was presented, triggering a mismatch

warning (Figure 1.

® | Al Proctoring System - o X

Figure 8 Face mismatch detection of warning indications (FMD)
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This behavior confirms that the embedding-based verification method can distinguish
registered from unregistered participants under the tested conditions. However, the reliability
of the chosen threshold under diverse real-world conditions (e.g., varied lighting, expressions,
camera angles, and demographic diversity) cannot be characterized without formal FAR and

FRR measurements.

Gaze tracking and analysis of eye behavior

Observational testing of the gaze tracking module showed that prolonged blink events and
major gaze deviations from the screen were consistently detected during the test sessions.
Blink detection was the most stable behavior for identifying sustained eye closure, providing

reliable detection of disengagement events.

8! Al Proctoring System = o

B |
Figure 9 Detection of eye looking away and blinking behavior during real-time monitoring

Fine-grained gaze direction detection exhibited greater variability, particularly under dim
lighting and at oblique camera angles. Large gaze deviations were reliably detected until subtle
gaze shifts were inconsistently detected. This study did not measure systematic quantitative
metrics, including blink detection accuracy rate, gaze deviation detection rate, and false
positive rate, which limits the performance of this module’s formal characterization. Whether
gaze tracking improves the overall system violation detection rate compared with a
YOLO+InsightFace baseline was not empirically tested. This comparative evaluation is

identified as a key direction for future research.

Integration of the Real-Time Proctoring System

The trained YOLOV8s model is integrated into a real-time proctoring program that combines
face recognition and gaze tracking. The system processes webcam input and evaluates

behavioral compliance in real time.
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According to performance benchmarking, the system operates at an average of approximately
10 frames per second, with observed values ranging between 6 and 15 frames per second. The
detection categories targeted in this system were sustained behavioral violations, such as
changes in head orientation, presence of persistent foreign objects, and gaze deviation lasting
multiple seconds. 10 FPS provides sufficient temporal sampling. However, brief transient
events (rapid phone glimpses and momentary blinks) may occasionally be missed at the lower
end of the FPS range, indicating a tradeoff in detection coverage. Table 1 summarizes the

hardware specifications and performance results.

Table 5 Real-Time Benchmark Performance

Metric Value
Average FPS 10
Minimum FPS 6
Maximum FPS 15
Hardware — CPU Ryzen 7 (gaming laptop)
Hardware — RAM 8 GB
Hardware — GPU NVIDIA GPU RTX 3050 Ti, CUDA
device o
GPU — VRAM 4GB

CPU scheduling and I/0 (GPU
utilization remains low)
Interval-based scheduling (async
module execution)

Primary bottleneck

Inference strategy

GPU use remained consistently low during testing, indicating that performance is CPU-bound
rather than GPU-bound. The interval-based inference strategy that executes each detection
module at staggered frame intervals is essential for maintaining stability on single GPU
gaming hardware. This strategy reduces peak GPU load but introduces inter-frame latency
per module at 10 FPS. The YOLO detection interval determines the maximum temporal
resolution for behavioral classification, which is acceptable for sustained violation detection
but insufficient for sub-second event capture. Module-level latency profiling was not

separately measured in this study.

The final system aggregates signals from all modules to determine the global status of either
‘NORMAL’ or ‘VIOLATION’. This OR-fusion strategy maximizes violation recall but may
produce false positives when individual module errors coincide. Each violation trigger type
was consistently activated during experimental testing when the corresponding anomalous
behavior was intentionally presented. Instead of relying solely on object detection and
recognition, the system evaluates identity verification object detection and attention pattern

simultaneously, resulting in more comprehensive proctor solution.
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Figure 10 Capture of violation and normal behavior status

The design enables responsive real-time monitoring under the tested single-user hardware
configuration. Scalability to multi-user or server-hosted environments was not evaluated and
represents a significant open research question. Contextualizing these results within the
current state of the art: Single-modality YOLO-based proctoring systems achieve object
detection for specific violation types but do not address identity verification or attentional
monitoring. Standalone face recognition systems address impersonation but cannot detect
object-based cheating or gaze behavior. The proposed three-layer architecture simultaneously

addresses all three detection dimensions within a single real-time pipeline.

Regarding inference efficiency, the interval-based scheduling enables 10 FPS operation on a
Ryzen 7 procie gaming laptop , which is comparable to or exceeds the reported inference
speeds of multi-GPU-dependent systems for single-user monitoring. Direct quantitative
accuracy comparison is constrained by differences in dataset classes, collection conditions,
and evaluation protocols across studies. However, the mAP@50 of 0.9918 for the YOLO layer
is comparable to or superior to YOLOvs-based proctoring systems reported in recent

literature, acknowledging that these comparisons are performed on different datasets.

Conclusions

This study developed and evaluated a prototype of a functional intelligent online exam
proctoring system that integrates three detection layers. YOLOv8s for face and object
behavioral classification, InsightFace for embedding-based identity verification, and
GazeTracking for eye behavior monitoring. The system addresses multiple violation categories
within a unified real-time pipeline, such as abnormal head orientation, multiple faces, identity
mismatch, and abnormal eye behavior. The YOLOv8s model achieved strong detection
performance on the validation set, with a peak at epoch 168 recording precision of 0.9856,

recall of 0.9903, mAP@50 of 0.9918, and mAP@50—95 of 0.9656. The quantitative
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convergence of training and validation losses at the best checkpoint is reflected in a box loss
ratio of approximately 1.30. This study provides supporting evidence against severe overfitting
on the training data, and the results of confusion matrix analysis indicate minimal interclass
misclassification. The face recognition module demonstrated a clear behavioral separation
between registered and unregistered participants, with identity-confirmed sessions
consistently producing cosine similarity scores at or above 0.49, while an unregistered
participant produced a score as low as 0.03 against the reference embedding. The gaze
tracking module reliably detected prolonged blink events and large gaze deviations under the
tested conditions. The integrated system operated at an average of approximately 10 FPS on
consumer-grade hardware through an interval-based inference scheduling strategy,
demonstrating feasibility for single-user real-time proctoring without specialized

infrastructure.

However, several limitations must be acknowledged. The dataset was collected from a limited
number of subjects under controlled indoor conditions, restricting the formal assessment of
generalization to heterogeneous real-world deployment scenarios. No independent test set
was held out, meaning all reported performance metrics reflect validation-split results only,
and generalization to fully unseen populations cannot be formally established from this study
alone. Furthermore, the face recognition and gaze tracking modules were evaluated only
through observational prototype testing. In this study, formal quantitative metrics, including
FAR, FRR, ROC curve analysis, blink detection accuracy rate, gaze deviation detection rate,
and confusion rate between gaze states, were not measured.No systematic hyperparameter
optimization or comparative model experiments were conducted, and system scalability under

multi-user or adversarial conditions was not evaluated.

Future work should address these limitations by expanding the dataset to include multiple
subjects with diverse demographic characteristics to improve model generalization, and by
conducting formal quantitative evaluation of the InsightFace and GazeTracking modules
through controlled experiments with annotated ground-truth video sequences. Systematic
hyperparameter tuning and comparative model experiments, such as ablation studies between
YOLOvs and YOLOvVS8s should be performed to formally justify architecture choices.
Additionally, integrating higher-resolution cameras and exploring GPU-optimized
deployment pipelines are recommended to improve inference speed, while evaluation under
real online examination conditions with multiple concurrent users would provide a more
rigorous assessment of system scalability and detection robustness beyond the current

controlled prototype setting.
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