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Abstract: The digital-based smart campus system, consisting of components such as the 

campus application, digital presence with QR code, and campus development dashboard, is one 

of the services offered by Telkom University Jakarta Campus. In addition, it utilizes artificial 

intelligence (AI) technology, especially image recognition, to support the Green Campus 

concept and increase environmental protection efforts, demonstrating the university's 

dedication to utilizing innovative technologies for a sustainable future. Therefore, the security 

of information assets is very important. Issues of confidentiality, integrity, and availability can 

arise if the information security system is not properly managed. This research aims to improve 

the security information system by conducting a risk assessment using the OCTAVE method. 

This risk assessment aims to identify the most significant impacts when risks occur and 

prioritize the most important risks. According to ISO/IEC 27001:2013, safety controls and 

targets are established. The results of this research are purpose and security management 

documents, risk management documents, and operational standards of procedures (SOPs). 

Risk management documents related to information security include risk assessment, risk 

identification, risk analysis, and evaluation at the campus. Standard Operational Procedures 

(SOP) documentation includes policy documents, work instructions, and work records that are 

consistent with the selection of objective controls and security controls for risk management. 
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Introduction 

Telkom University Jakarta Campus is a private university in Indonesia that has implemented 

various innovative programs to realize a smart eco-campus, with a focus on sustainability and 

environmental concerns (Permana & Raharjo, 2023). The university has implemented the 

concept of a digital-based smart campus, combining components such as the Campus 

Application, Digital Presence with QR Codes, and Campus Development Dashboard, as well 

as striving to improve areas such as the Campus Academic System, E-learning, and Job Fair. 

Career Systems and Centers (Maliha, Anwar, & Rodiah, 2023; Zen, Nugroho, Miraj, 

Yuningsih, & Sintowoko, 2023). In addition, Telkom University Jakarta Campus has been at 

the forefront of the use of technologies such as Artificial Intelligence (AI) to improve 

environmental sustainability, with a special focus on the application of AI for image 

recognition to support the Green Campus initiative (Qurtubi, 2022). In addition, the 

university has expanded its reach by offering Open Courseware Services through the Open 

Library, providing free learning resources to the public, and promoting easy access to 

information. The processes that exist in Telkom University's main business services Jakarta 

Campus, can be obtained by value chain analysis. The current condition is that there are many 

threats and weaknesses (Vulnerable) from a managerial and technical perspective, including 

Threats that occur from outside the organization including viruses, worms, and malware that 

cause damage, loss, and slow access to data needed to run one of the main services and there 

is no server recovery policy when experiencing a system failure (down) that causes information 

to be unavailable so that the service business process annoyed. Based on the Service Level 

Agreement (SLA), the downtime in these problems occurs for a maximum of 24 hours. There 

is no asset management policy related to information security, so no one is responsible for 

managing information assets. In addition, there is no authentication and authorization policy 

related to information security for users who have access rights to information related to 

quality determination, planning, control, and evaluation of key business processes, so that 

when there is a loss or error of business process information can be disrupted and the manager 

cannot trace the error that occurred. Thus, the form of support in controlling the information 

security management system from the CIA side is the preparation of the Information Security 

Management System document and the creation of SOP (Standard Operational Procedure) 

with the aim of working reference and standardization to regulate the number of people who 

use and make the existing business processes at Telkom University Jakarta Campus to be more 

structured, as well as improve the quality of existing information security. The preparation of 

SOP (Standard Operational Procedure) documents is selected through objective control and 

security control using ISO/IEC 27001:2013 which is in accordance with information security 
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needs by considering the results of information security risk management carried out. 

Information technology affects the operation of systems and helps organizations perform their 

daily tasks. To protect information systems from security threats, data centers need physical 

and logical protection. In addition, Telkom University Jakarta Campus will have an open and 

distance learning system. Effectively, this learning system will increase access and equality of 

opportunities for high-quality higher education for all Indonesians, including those living in 

remote areas, both across the country and in various parts of the world. Risk-related issues in 

organizational management are often not management issues. Sustainable management, on 

the other hand, refers to the idea that an organization is founded with the expectation that it 

will continue to function for an indefinite period of time. In many cases, risk helps 

organizations achieve goals. Organizations usually suffer losses as a result of adverse events 

or disasters. These losses include information that is inaccessible (loss of access), data that is 

corrupted or has turned into lost data (loss of integrity), and the possibility of leakage of 

important information that must be protected. By protecting businesses from potential harm, 

good IT management can mitigate them (Awasthi, 2020; Fitrani, 2021a; Junior, Utomo, & 

Oktaria, 2023). The following is a comparative discussion of journals where currently the lack 

of information security processing continues to pose threats and vulnerabilities, resulting in 

unattainable goals and affecting confidentiality, integrity, and availability. As a result, the 

business impact analysis will be affected. ISO/IEC 27001 is an information security 

management standard issued by the International Organization for Standardization and the 

International Electrotechnical Commission. ISO 27001 is the most widely used information 

security management standard by companies and organizations and provides the most 

comprehensive dedicated reference for information security management worldwide 

(Engemann & Miller, 2024). ISO 27001 (Nurbojatmiko et al., 2024; Olaniyi, Omogoroye, 

Olaniyi, Alao, & Oladoyinbo, 2024) is a commonly used standard by businesses and 

organizations for information security management. It provides the most complete and 

specific reference on global information security management. ISO 27001:2013 is used in 

many studies. This journal, "Risk Assessment and Development of Access Control Information 

Security Governance Based on ISO/IEC 27001:2013 at XYZ University," addresses several 

research topics, such as identifying assets, threats, weaknesses, risk analysis, BIAs, risk 

assessments, and risk maps based on ISO/IEC 27001:2013 (Andry, 2024; Fitrani, 2021b). In 

addition, in the second journal entitled "Implementation of ISO/IEC 27001:2013 for 

Information Security Management System (SMKI) at the Faculty of Engineering, Uika-Bogor," 

the author seeks to evaluate the level of hotspot network security of the Faculty of Technology-

based on standard requirements. The results show that only 49% of users trust the level of 

security, and 45% of managers trust it (Wijaya, 2021). The purpose of the research in the third 
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journal, entitled "Information Security Assessment of Data Centers Based on ISO 

27001:2013," is to evaluate data center information security using the FMEA rating index. The 

journal also provides recommendations for ISO 27001 and offers suggestions for 

improvements that can be made to update information security policies consistently 

(Fathurohman & Witjaksono, 2020; Malekolkalami, Jabbari, & Mantegh, 2024; Nafisah, 

Putra, & Herlambang, 2020). Previous research has shown that this study conducts 

assessments and recommendations for improvement to the ISO 27001:2013 framework. The 

author also identifies assets, weaknesses, threats, risk assessment and analysis, as well as risk 

maps.  

Research Method  

This research was carried out in 3 stages, namely the initial stage, the development stage, and 

the final stage. The detailed research methodology is found in Figure 1. 

 

 

 

 

 

 

 

Figure 1 Research Methodology 

 

The Research Method image outlines the three stages of the research process: the initial stage, 

the development stage, and the final stage. 

Initial Stage : 

Literature study : This involves conducting a comprehensive review of relevant literature 

related to information security to establish the basis for the research. 

Problem identification : This involves identifying the important assets owned by the 

organization, organizational security needs, and problems related to the research object, 

namely at Telkom University Jakarta Campus, especially in the Technical Support division. 

Research Methods 

Initial Stage : 

1.  Studi Literature  

2. Identification and Analysis  

Problem: 

- Data Collection 
(Interviews, Observations) 

- Problem Identification 

- Problem Analysis 

 

Development Stage: 

1. System Planning  

Security Management  

Information 

- Asset Documents 

- Objective Control and  

Security control 

Final Stage : 

1. The results of the    

analysis and Discussion 

2. Conclusion and  

Suggestion 
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Identify assets and risks : This involves understanding the risks that the organization may 

face if its information is threatened or compromised in security, causing a failure to maintain 

information security aspects. This process includes identifying assets and classifying them, 

calculating the value of assets based on the aspect of information security (CIA), calculating 

the threat and weakness value of an asset, and identifying the impact of failure on the 

information security aspect (CIA). 

Development Stage: 

Risk assessment: This involves assessing the identified risks by applying the OCTAVE 

(Operationally Critical Threat, Asset, and Vulnerability Evaluation) method with 

mathematical calculations in the risk assessment analysis. 

Identify and evaluate risk management: This involves identifying or determining risk 

management options, which include risk mitigation by implementing appropriate security 

controls, accepting risk by using risk criteria that have been applied, and accepting risk by 

transferring risk to a third party (insurer, vendor, or specific party). 

Determination of the scope of the Information Security Management System: This involves 

identifying problems from the external and internal sides in the ICT section to determine the 

scope of the Information Security Management System (SMKI). 

Final Stage: Result and discussion: This involves presenting the results of the research and 

discussing the findings. 

It is important to note that the specific details and steps of the research process may vary 

depending on the research question, the data collection methods, and the analysis techniques 

used. 

Studi Literature 

Literature studies are carried out by studying and looking for references, which is the basis for 

the relevance of research topics related to information security. Given the importance of 

information security for an organization, information security is needed to protect 

information from all threats that may occur, to ensure or guarantee business continuity, 

minimizing business risks (Amalia & Nasution, 2024; Fairuzabadi et al., 2023; Wardana & 

Suryani, 2023; Yuliana & Hasibuan, 2022) 
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Problem Identification 

Problem identification was carried out by identifying important assets owned by the 

organization, organizational security needs, and problems related to the object in the research, 

namely at Telkom University Jakarta Campus, especially in the Technical Support division. 

Identification was carried out by the results of interviews and observations related to the 

current conditions in the agency. 

Identify Assets and Risks 

Risk identification aims to understand how big and what risks will be accepted by the 

organization if the organization's information is threatened or compromised in security 

causing a failure to maintain information security aspects (ISO, 2013). This process has four 

steps, namely: 

⚫ Identify assets and classify assets by using the asset table and  

⚫ Calculate the value of assets based on the aspect of information security (CIA) by 

providing the value of each, after this the value of the asset is calculated. 

⚫ Calculate the threat and weakness value of an asset 

⚫ Identification of the impact of failure on the information security aspect (CIA) is 

by creating a business impact identification table along with the level of impact 

that occurred. 

Risk Assessment 

Assessment of the identified risks by applying the OCTAVE (Operationally Critical Threat, 

Asset, and Vulnerability Evaluation) method with mathematical calculations in the risk 

assessment analysis (Alsafwani, Fazea, & Alnajjar, 2024; Friman, 2024; Gerardo & Fajar, 

2022). OCTAVE is an approach to risk evaluation from three aspects of information security, 

namely confidentiality, integrity, and availability that is comprehensive, systematic, directed, 

and self-conducted. (Pangestu & Wijaya, 2020; Pradana, Utomo, & Al Makky, 2023; Saputra, 

Ambarwati, & Setiawan, 2020) 

Identify and evaluate risk management 

Carrying out risk management the steps that must be taken are identifying or determining risk 

management options. Risk management options: risk mitigation by implementing 

https://doi.org/10.58291/ijsecs.v3i2.246


 

International Journal of  Science Education and Cultural Studies 
 

International Journal of Science Education and Cultural Studies, ISSN 2964-2604, Volume 3 Number 2 September 2024 
 https://doi.org/10.58291/ijsecs.v3i2.246 7 

 

appropriate security controls, accepting risk by using risk criteria that have been applied, and 

accepting risk by transferring risk to a third party (insurer, vendor, or specific party) 

(Fairuzabadi et al., 2023; Hodson, 2024) 

Determination of the Scope of the Information Security Management 
System 

The determination of this scope is urgently needed with the purpose of the documents 

produced by the needs of information security problems in the IT Technical Support division. 

In determining the scope of the Information Security Management System (SMKI), it is 

necessary to identify problems from the external and internal sides in the ICT section. 

Result and Discussion 

Identify Critical Assets 

The list of critical assets owned by the Technical Support division is found in Table 1 and is 

fully presented in the continuation of Table 1 in the appendix. 

Table 1. List of Critical Assets 

No Category Asset 

1 
Data 

Information 

- Report Data, - Teaching Material Data, - Academic Data, 

- Employment Data 

2 Software 

- Microsoft 365, - Linux & Windows, - Academic System 

- Employment System, - Reporting System, - Teaching 

Material System, - E-Learning, - E-Support 

3 Hardware 
- Printer, - Hardisk, - Router, - Switch, - Server, - 

PC/Laptop, - Network 

 

Table 1 lists the critical assets owned by the Technical Support division of Telkom University 

Jakarta Campus. The table has three columns: No., Category, and Asset. The category column 

has three categories: Data Information, Software, and Hardware. The asset column lists the 

specific assets that fall under each category. 

• Data Information: This category includes critical data assets that are important for the 

Technical Support division's operations. The assets listed under this category are : 

Report Data, Teaching Material Data, Academic Data, Employment Data 

• Software: This category includes critical software assets that are essential for the 

division's operations. The assets listed under this category are : Microsoft 365, Linux 
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& Windows, Academic System, Employment System, Reporting System, Teaching 

Material System, E-Learning, E-Support 

• Hardware : This category includes critical hardware assets that are necessary for the 

division's operations. The assets listed under this category are : Printer, Hardisk, 

Router, Switch, Server, PC/Laptop, Network 

There is no mention of decryption in Table 1. Decryption is the process of converting encrypted 

data back into its original, readable format. It is not relevant to the information provided in 

Table 1. 

 

Identification of Threats and Weaknesses Assets 

Critical assets are categorized into information data, software, and hardware in the IT 

Technical Support division (Marszal-Pomianowska et al., 2024). A complete list of threats and 

weaknesses is found in Table 2.  

Table 2. Identification of Threats and Weaknesses of Assets  

Asset 
Category 

Asset Incident 
Threat /  

Weakness 

Data 
Information 

Employement 
Data 

Data input error Weakness 

Data theft Threat 

Damaged data storage Threat 

Reporting 
Data 

Data input error Weakness 

Data theft Threat 

Damaged data storage Threat 

Academic data 

Data input error Weakness 

Data theft Threat 

Damaged data storage Threat 

Teaching 
material data 

 

Data input error Weakness 

Data theft Threat 

Damaged data storage Threat 

Software 

Microsoft 365 Illegal access Threat 

Teaching 
Material 
System 

 

Virus attack Threat 

Application not updated Weakness 

Illegal access Weakness 

Linux & 
Windows 

Use of administrator access 
rights on the user'sPC 

Weakness 
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Not updating linux/windows Weakness 

Virus attack Threat 

Academic 
System 

Illegal access Weakness 

Application not updated Weakness 

Virus attack Threat 

E-Support 

Application not updated Weakness 

Virus attack Threat 

Operational failure Weakness 

Reporting 
System 

Illegal access Weakness 

Virus attack Threat 

Operational failure Weakness 

Employement 
System 

 

Application not updated Weakness 

Virus attack Threat 

Operational failure Weakness 

E-Learning 

 

Application not updated Weakness 

Virus attack Threat 

Operational failures Weakness 

Hardware 

Network 
Network disruption Weakness 

Hacker Attack Threat 

Server 

Server Done Threat 

Server Configuration Error Threat 

Virus Attack Threat 

Switch Router malfunction Weakness 

Router Router malfunction Weakness 

PC / Laptop 
PC/Laptop Theft Threat 

Damage to PC/Laptop Weakness 

Printer Printer theft Threat 

Hardisk Hard disk damage Weakness 

 

Table 2 provides a detailed breakdown of potential threats and weaknesses that could 

compromise the security of the critical assets identified in Table 1. For each asset category, the 

table lists the specific threats and weaknesses that have been identified, along with an 

assessment of potential threats and weaknesses that could compromise the security of critical 

assets. the risks associated with each threat/weakness pair. Risk assessment is based on two 

factors: the likelihood of a threat occurring, and the impact of the threat on the asset if the 

threat occurs. The level of risk is then determined by combining the two factors, using a 

standard risk assessment matrix. The table also includes a column of recommended 
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countermeasures, which are actions that can be taken to mitigate the risks associated with 

each threat/weakness pair. These countermeasures are based on industry best practices and 

are intended to provide a roadmap to improve the organization's overall security posture. 

Risk Assessment & Determining Probability 

Risk Assessment itself is a situation faced by humans in every activity and risk is an 

uncertainty in the coming time about losses (Pangestu & Wijaya, 2020). The method used 

in risk assessment is the OCTAVE method. By using an approach to risk evaluation from 

three aspects of information security, namely confidentiality, integrity, and availability that 

is comprehensive, systematic, directed, and carried out by yourself with quantitative 

calculations. The objective determines the possible threats that arise according to the 

identification and weaknesses. Determination of probability based on the history of previous 

threat events or determined based on the observation of assessed conditions. It is described 

in table 3. 

Identify and evaluate risk management 

Risk identification and evaluation aims to determine the selection of risk handling that 

arises cannot be directly accepted but needs to be further managed using risk acceptance 

criteria. The risk management options in ICT are determined as follows: 

⚫ Accept risk by establishing appropriate security controls 

⚫ Accepting risk by using existing risk acceptance criteria 

 

Table 3. Identification of Threats and Weaknesses of Assets  

Asset 
Category 

Asset Incident 
Threat /  

Weakness 
Probability 

Average 
Probability 

Data 
Information 

Employem
ent Data 

Data input 
error 

Weakness Low 0 

Data theft Threat Low 0 

Damaged 
data storage 

Threat Low 0 

Reporting 
Data 

Data input 
error 

Weakness Low 0 

Data theft Threat Low 0 

Damaged 
data storage 

Threat Low 0 

Academic 
data 

Data input 
error 

Weakness Low 0,1 
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Data theft Threat Low 0 

Damaged 
data storage 

Threat Low 0,13 

Teaching 
material 
data 

 

Data input 
error 

Weakness Low 0 

Data theft Threat Low 0 

Damaged 
data storage 

Threat Low 0 

Software 

Microsoft 
365 

Illegal access Threat Low 0 

Teaching 
Material 
System 

 

Virus attack Threat Low 0 

Application 
not updated 

Weakness Low 0 

Illegal access Weakness Low 0,2 

Linux & 
Windows 

Use of 
administrator 
access rights 
on the user's 
PC 

Weakness Low 0,04 

Not updating 
linux/windo
ws 

Weakness Low 0 

Virus attack Threat Low 0,13 

Academic 
System 

Illegal access Weakness With 0,3 

Application 
not updated 

Weakness Low 0 

Virus attack Threat Low 0 

E-Support 

Application 
not updated 

Weakness Low 0,13 

Virus attack Threat Low 0 

Operational 
failure 

Weakness Low 0 

Reporting 
System 

Illegal access Weakness Low 0,2 

Virus attack Threat Low 0 

Operational 
failure 

Weakness Low 0 

Employem
ent System 

 

Application 
not updated 

Weakness Low 0,2 

Virus attack Threat Low 0 

Operational 
failure 

Weakness Low 0 

E-Learning 

 

Application 
not updated 

Weakness Low 0 

Virus attack Threat Low 0,1 
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Operational 
failures 

Weakness Low 0 

Hardware 

Network 

Network 
disruption 

Weakness Low 0 

Hacker 
Attack 

Threat Low 0 

Server 

Server Done Threat Low 0 

Server 
Configuratio
n Error 

Threat Low 0,2 

Virus Attack Threat Low 0,1 

Switch 
Router 
malfunction Weakness Low 0 

Router 
Router 
malfunction Weakness Low 0 

PC / 
Laptop 

PC/Laptop 
Theft 

Threat Low 0 

Damage to 
PC/Laptop Weakness Low 0,1 

Printer Printer theft Threat Low 0 

Hardisk 
Hard disk 
damage 

Weakness Low 0,1 

 

In Table 3, The process of identifying and evaluating risk management involves identifying 

potential risks and weaknesses in an organization's assets and then assessing the likelihood 

and impact of those risks. This information is used to prioritize risks and develop risk 

management plans to mitigate or eliminate those risks. In the context of this writing, the 

process of risk management identification and evaluation is described in the section "Risk 

management identification and evaluation". This section describes the use of the OCTAVE 

(Operational Critical Threat, Asset and Vulnerability Assessment) method to identify and 

evaluate risks. The OCTAVE method involves a series of steps, including : 

• Asset identification: This step involves identifying the organization's critical assets, 

such as data, software, and hardware. 

• Identify threats and vulnerabilities: This step involves identifying potential threats and 

vulnerabilities that could impact the organization's assets. This information is used to 

assess the likelihood and impact of such risks. 

• Assess risk: This step involves assessing the likelihood and impact of any identified 

risks. This information is used to prioritize risks and develop risk management plans. 
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• Developing a risk management plan: This step involves developing a plan to mitigate 

or eliminate the identified risks. The plan should include specific actions to be taken, 

as well as a timeline for the implementation of those actions. 

• Implementing a risk management plan: This step involves implementing a risk 

management plan. This may involve implementing new security measures, updating 

policies and procedures, or providing training to employees. 

• Monitoring and reviewing the risk management plan: This step involves monitoring 

and reviewing the effectiveness of the risk management plan. This information is used 

to make necessary adjustments to the plan. 

In the context of this writing, the OCTAVE method is used to identify and evaluate risks 

associated with an organization's assets. This information is used to develop a risk 

management plan to mitigate or eliminate such risks. However, as of this writing, there is no 

Table 3 that provides information on the identification of threats and weaknesses of assets. 

Choosing Objective Controls and Risk Management Security Controls 

The purpose of determining this objective control mapping is to adjust to the threats and 

weaknesses of each asset. The following is a table mapping the results of risk control 

recommendations with the needs of ISO 27001:2013. The risk mapping with needs is found 

in Table 4 and is fully presented in the continuation of Table 4 in the appendix. 

 

Table 4. Risk Mapping Using The Clauses of ISO 27001:2013  

Name 
of Asset 

Existing 
Risk 

Clause 
Control 

Objective 
Security 
Control 

Control 

Academic 
System 

Ilegal 
Access 

A.11 – 
Access 
Control 

A.11.1 – 
Business 
requirements 
for Access 
control 

A.11.1.1 –
Access 
Control 
policies 

Based on information 
security and business 
requirements, access 
control policies should 
be established, 
documented, & covered. 

A.11. 4 – 
Control of 
application and 
system access 

A.11.4.1 –
Information 
access 
limitation 

Access control policies 
must be followed when 
limiting access to the 
application system and 
information functions. 

Server 
Virus 
attack 

A.13 –
Operation 
Security 

A.13.2 -
Protection 
againts 
Malware 

A.13.2.1 -
Control 
against 
malware 

To protect against 
malware, it is necessary 
to carry out discovery, 
preventive, and 
restoration procedures 
while also having 
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appropriate user 
knowledge. 

A.14 –
Communi
cation 
Security 

A.14.1 –
Network 
security 
management 

A.14.1.2 –
Network 
service 
security 

Whether services are 
offered internally or 
through an external 
provider, the security 
protocols, service 
standards, and 
management 
requirements for each 
service on the network 
must be acknowledged 
and specified in the 
network service 
agreement. 

Server 
configurat
ion error 

A.15 –
Physical 
and 
Environm
e ntal 
Security 

A.15.2 –
Equipments 

A.15.2.4 –
Equipment 
maintenance 
control 

It is necessary to 
maintain equipment in 
good condition to 
ensure its availability 
and integrity. 

Academic 
Data 

Data input 
error 

A.16. –
Operation
al 
Security 

A.16.3 -Backup 
A.16.3.1 –
Information 
Backup 

Software, system 
images, and backup 
copies of information 
should all be captured 
and methodically 
inspected by the backup 
policy agreement. 

A.16.4 -Logging 
and monitoring 

A.16.4.1 - 
Event logging 

Event logs ought to be 
created, saved, and 
routinely examined to 
document user 
behavior, exclusions, 
mistakes, and 
information security-
related incidents. 

Damaged 
data 
storage 

A.17 –
Physical 
and 
environm
ental 
security 

A.17.1 –
Equipments 

A.17.1.2 –
Equipment 
maintenance 
control 

Maintaining equipment 
effectively is necessary 
to ensure its verified 
availability and 
integrity. 

 

In Table 4 in the document maps the identified risks and their corresponding controls to the 

relevant clauses of ISO 27001:2013. The table has several columns, each with a specific 

meaning : 

• Asset Category: This column lists the category of the asset that is associated with the 
risk. 

• Asset Name: This column lists the specific name of the asset that is associated with the 
risk. 

• Existing Risk: This column lists the identified risk associated with the asset. 
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• Clause: This column lists the relevant clause of ISO 27001:2013 that applies to the risk. 

• Control Objective: This column lists the objective of the control that is intended to 
mitigate the risk. 

• Control: This column lists the specific control that is intended to mitigate the risk. 

Decryption is not explicitly mentioned in Table 4. However, one of the clauses listed in the 

table is A.10 - Cryptography. This clause requires the organization to implement cryptographic 

controls to protect the confidentiality, integrity, and authenticity of information. 

Cryptography involves the use of mathematical algorithms to transform plaintext (readable 

data) into ciphertext (encrypted data) and vice versa. Decryption is the process of converting 

ciphertext back into plaintext using the appropriate decryption key. Therefore, if there is a risk 

associated with the confidentiality, integrity, or authenticity of information, and cryptography 

is identified as a control to mitigate that risk, then decryption may be necessary to ensure that 

the information can be accessed and used by authorized parties. For example, if encrypted 

data needs to be decrypted for use by an authorized user, then the decryption process must be 

performed using the appropriate decryption key. This is to ensure that the data is not accessed 

by unauthorized parties and that the integrity of the data is maintained. 

 

Table 5. Planning and structure of SOP content  

Structure Sub-Chapters Content 

Introduction 

Purpose 
General description of the document 
Information asset security procedures 

Scope of Data 
Security Overview 

Security aspects of information assets 

Evaluation of 
Information Asset 
Security Risk 
Assessment 

Information asset security risk priority list 
table 

Access rights control 
policy 

Policy details 
Access rights management 
Third-party access rights 

Related Documents Access rights management procedures 

Information security 
policy 

Purpose 
General description of access rights control 
and 
Data Security 

Scope of Reference 

References used in policy-making 
- Information system management 
- Log-on system management 
- Pegguna password 
- Back-up management and information 
restore 

Related Documents 
Password management procedures 
Back-up and restore procedures 

Hardware and network 
management policies 

Purpose 
General description of hardware and network 
management policies 
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The structure and content of this SOP will be adjusted to the needs of the research. Standard 

Operating Procedures (SOPs) are guidelines that contain standard operating procedures used 

by an organization to ensure that all decisions and actions, as well as the use of process 

facilities carried out by people involved in the organization, can run effectively, efficiently, 

standardized, and systematically (Nabilla, 2022; Nikmah & Pratama, 2023). The structure or 

content that will be included in the framework of the SOP document is in Table 5. Decryption 

is not explicitly mentioned in Table 5. However, if there is a risk associated with the 

confidentiality, integrity, or authenticity of information, and cryptography is identified as a 

control to mitigate that risk, then decryption may be necessary to ensure that the information 

can be accessed and used by authorized parties. Decryption is the process of converting 

ciphertext back into plaintext using the appropriate decryption key. Therefore, if there is a 

need for decryption in the context of the SOP, it could be included in the "Content" column of 

Table 5 as a sub-chapter under the "Information security policy" or "Hardware and network 

management policies" sections. For example, "Decryption procedures" could be added as a 

sub-chapter under "Information security policy" to provide guidance on how to decrypt 

information in a secure manner. Alternatively, "Decryption key management" could be added 

as a sub-chapter under "Hardware and network management policies" to provide guidance on 

how to securely manage decryption keys. 

Resulting Documents 

Discussing the process and output of this study, the explanation can be seen in Table 6. 

Decryption is not explicitly mentioned in Table 6. However, if there is a risk associated with the 

confidentiality, integrity, or authenticity of information, and cryptography is identified as a 

control to mitigate that risk, then decryption may be necessary to ensure that the information 

can be accessed and used by authorized parties. Decryption is the process of converting 

ciphertext back into plaintext using the appropriate decryption key. Therefore, if there is a need 

for decryption in the context of the output process results, it could be included in the "Process" 

or "Output" columns of Table 6. For example, if the output process result is "Data restore work 

instructions", then decryption may be necessary if the data was encrypted prior to backup. In 

this case, "Decryption procedures" could be included as a step in the "Data restore work 

instructions" process. Alternatively, if the output process result is "Hardware maintenance work 

instructions", then decryption may be necessary if the hardware contains encrypted data. In this 

case, "Decryption procedures" could be included as a step in the "Hardware maintenance work 

instructions" process. It's important to note that the specific details of the decryption process 

will depend on the particular encryption algorithm and key management system being used. 

Therefore, any decryption procedures should be developed in consultation with the relevant 
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technical experts and in accordance with the organization's information security policies and 

protocols. 

 

 

Table 6. Output Process Results  

Process Output 

Clause mapping with objective controls Hardware management policy 

Risk mapping with security controls Human resource security policy 

Mapping clauses to security needs 
Work instructions for access rights 
management 

Risk mapping with policy documents Password reset work instructions 

Policy mapping, work instructions, & work records 
 

Work instructions to back up data and 
files 
Data restore work instructions 
Hardware maintenance work instructions 
Information security work instructions 
Cable & network maintenance work 
instructions 
Access rights management procedures 
Password management procedures 
Backup and restore procedure 
Hardware management procedure 
Access rights management form  

 

Conclusions  

In conclusion, the document presents a research study on the risk assessment and 

improvement of access control information security governance based on ISO/IEC 

27001:2013 at Telkom University Jakarta Campus. The study identified the critical assets, 

threats, and vulnerabilities of the university's information system and conducted a risk 

assessment using the OCTAVE Allegro method. Based on the risk assessment, appropriate 

security controls were identified and implemented to mitigate the risks. The resulting 

documents from the study include policy documents, work instructions, and work records 

related to the determination of objective controls and security controls from the results of risk 

management related to information security. The development of the final project can be done 

by considering the impact of the cost of losses experienced by the agency, and the SOP 

document can still be developed and improved due to the rapid development of technology. 

Therefore, it is recommended that the agency continues to compete and run their business 

processes better by implementing the SOP document. Overall, the study demonstrates the 

importance of conducting risk assessments and implementing appropriate security controls 

to protect critical assets and mitigate the risks associated with information security. 
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Based on the results of the analysis that has been obtained: 

1. The results of the analysis show that three assets, namely servers, academic systems, and 

academic data, require risk management because they have a high-risk value. Based on a 

high-risk assessment, they can be arranged into four clauses, namely A.11, A.15, A.13, and 

A.14.  

2. Objective risk management and security documents Risk management documents 

related to information security include risk assessment, risk identification, risk analysis, 

and risk evaluation. 

3. Standard Operating Procedure (SOP) documents include policy documents, work 

instructions, and work records related to the determination of objective controls and 

security controls from the results of risk management related to information security. 

Limitations to this study: 

• Firstly, the research only covers the creation of SOP documents without the SOP testing 

process and the implementation of SOPs for the organization's business processes. 

Therefore, the effectiveness of the SOPs in mitigating the identified risks is not evaluated 

in this study. 

• Secondly, the scope of the research is limited to a single university, which may limit the 

generalizability of the findings to other organizations or contexts. Future research could 

expand the scope to include multiple organizations and industries to validate the 

findings and provide more generalizable recommendations. 

• Thirdly, the research relies on the OCTAVE Allegro method for risk assessment, which 

is a qualitative method that may be subject to bias and variation in interpretation. Future 

research could consider using a quantitative risk assessment method to provide more 

objective and accurate risk assessments. 

• Lastly, the document does not discuss the potential impact of human factors on 

information security risks. Human errors, negligence, and malicious intent can 

significantly impact the security of information systems. Therefore, future research 

could incorporate a human factors analysis to provide a more comprehensive 

understanding of information security risks. In conclusion, while the research presented 

in the document provides valuable insights, it is essential to consider its limitations when 

interpreting the findings and applying them in practice. Future research could address 

these limitations to provide more comprehensive recommendations for improving 

access control information security governance based on ISO/IEC 27001:2013. 
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The recommendations are as follows:  

a. The development of the final project can be done by considering the impact of the cost of 

losses experienced by the agency 

b. This research only covers the creation of SOP documents without the SOP testing process 

and the implementation of SOPs for the organization's business processes 

c. Due to the rapid development of technology, this SOP document can still be developed 

and developed. Thus, agencies can continue to compete and run their business processes 

better. 
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